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network

peer
ioccomm4test

1occommon

2 peer

{LEERIFERF O : peer/start.go
ANO T LTS
1. BIIOC/E s B ERSEf
2. BB RS =R
3. Bahintz EIRERSS

@D zatin



| 10C

startLogger.Infof( format: "R-[main] (%s)", args...: "start...")
[/ RGN EZS, B ERIEEAGENE A TR

b, err := uvioc.NewBuilder(ioccommon.Name2Type)

if err !'= nil {...}

//config ERIHZEFIfloggingERIHE =

var ioclogger = ulogging.MustGetLogger(ulogging.Uioc)
b.ConfiglLogger(iocLogger)

iocCtx := b.Build()
err = iocCtx.CreateAllInstance()

if err !'= nil {...}

config := configMgr.Configration.GetPeerConfigViper() // #FE'¥]

err = iocCtx.Start()]

if err !'= nil {...}




IOGENRIE:

> helper

> ledger

> levelDB

> loggings

> WimonitorServer

> msp

> network

¥ " peer
> " ioccommatest
ki ioccommon

& name2Type.go

i? peer

& start.go
? Mrest

_ package ioccommon
import ...
o
var Name2Type = map[stringlinterface{}{
"NewConfigMgr": configMgr.NewConfigMgr,
"NewMspHoldenr": msp.NewMspHolder,
"NewBccsp": bccsp.NewBccesp,
"NewConDepnceService": cm.NewConDepnceService,
"NewDBHelper": db.NewDBHelper,
"NewChainHelper": chainHelper.NewChainHelper,
"NewChainMysqgl": chainMysgl.NewChainMysql,
| | "NewChainTiKVv": chainTiKV.NewChainTiKV,
"NewChainLeveldbh": chainLeveldb.NewChainLeveldb,




| RS

> WconfigFile

nd configMgr

> common

[ 2]

“» interfaceConfTool_test.go

[ 3]

manager . go

)

© peerConfig.go

¥ retMsgConfig.go

% retMsgConfTool _test.go
# ucacheMsgConfig.go

# urlMsgConfig.go

> CONnsSensus

"strings"
"SynC”

"github.com/spf13/viper"|

func newPeerConfig() (*PeerConfig, error) {

config := viper.New()

config.AddConfigPath( in: "./configFile/")
config.AddConfigPath( in: "../configFile/")
config.AddConfigPath( in: "../../configFile/")
config.SetConfigName( in: "peer") // name of con]
config.AutomaticEnv()

replacer := strings.NewReplacer( oldnew...: ".",
config.SetEnvKeyReplacer(replacer)

err := config.ReadInConfig()

if err != pil E RA1L, ePF 2

@D =iz

import ( SWEL (002537) 2Rt
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>

> M cert
> msptest

i absMspHandler.go

¥ base.go

# ecdsa.go

¥ ecdsaMspHolder.go
# msp.go

& mspHolder.go

B mspImpInterface.go
¥ mspInterface.go

rsa.go

5
w
jal]
+
1]
v
+
(10}
o]

rsaMspHolder.go

sm2MspHandler.go

B B DB P B

sm2MspHolder.go

1

o

o]

o]

o]

[ ...%/

//shiyou 20186209 ##EELE
GetCert(chainId, netId string)
s e

[...]

e a2

//shiyou 20180209 #2TEE11EOHE
GetLocalPrivateKey(chainId, net
[x...%/

//shiyou 20180209 (E2FEEDE
GetLocalPubKey(chainId, netId s
e

//shiyou 20180209 25 OE
VerifyCertAgainRoot(chainId, ne

e 2

GetCertPubKey(chainId, netId st

import (
"crypto/tls"
"crypto/x509"
@

"guugle.gulang.nrg/grpcﬂ
"google.golang.org/grpc/credentials”
"io/ioutil"
"uchains/api/ulogging/error"

ﬁ»&? (BT ARS B




| MRS

& bcesplnf.go

v Iy vendor

>
>
>

I algconst

i sm2

0 sm3

& bcespImpl.go

% bcespImpl_test.go
¥ bcespInf.go

¥ cryptolnfs.go

¥ csp.go

% csp_test.go

¥ ecdsa_ring_sign.go
# ecdsaCryptolImpl.go
¥ ed25519CryptoImpl.go

1 /*

2 Copyright IBM Corp. 2016 All Rights Reserved.

4 Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

6 You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Ve 23

*NBSPODesc;‘lptwn NBSP#ism2 £ EEFIGIr, sIT R &R H144E Fik 0]
* FREUEAIKERNTEL T, ((FHEEEHRE + 7) / 8)%*2

* @pamm k sm2 #iH

S S A hash{E
* @param opts EEWE . FRAH
* @return signature &%

* @param digest

* @return err fF= if any
#NBSP@authorNBSPranshiyou
*NBSP@dateNBSP2018/2/7NBSP13:58
*/

func signSM2ByCopyRS(k *sm2.PrivateKey, digest [lbyte, opts SignerOpts)

r, s, err := sm2.8ign(k, digest)




S 1 U (002537 ) &£@EW
lnmag#*@ type ConDepnceSer\che.str‘uct {
NN\ —n ledger.LedgerServicelntf

syncService.SyncServiceInf
chainInterface.ChainServicelInf
txManager.TxManagerService
peer.PeerHandlerInf

L

N consensus appInterface.AppServerInf
S e msp.MspOpInf
netMgrInterface.NetMgrService
> consensusManager }
> dbft
> dposTest VET
> W PoS * (@PackageName : consensusManager
> B PoW * @Description:  IIREERH , B 1 AT AT 1RSCT]
> BN PoWtest *  (@author ChenZﬁ?ng
: ; date  2018%F4 H16H
> raft 3 @ ‘IE)E 7
*/
> solo
type ConsensusManager struct {
>
TOMTESE sync.RWMutex

? tendermint ConsensusMap map[stringlconstants.IConsensus
? txManager ConsensusTypeMap map[stringlconsensusType.ConsensusType

assetInf.IAssetMgr

assetInf.IVoteMgr

}




IR =1

@D =iz

type ConsensusManagerInf interface {
StartConsensus(chainInfo *chainComm
StopConsensus(chainId string) error
GetConsensusTypeByChainId(chainId s
GetChainConsensusByChainId(chainId

func (c *ConsensusManager) StartConsensus(chain

chainid := chainInfo.ChainID

consType := consensusType.ConsensusType(cha

logger.Infof( format: " %x ChainId=[%s], Con

time.Sleep(time.Second * 10)

service := uioc.GetIoCContext().Get( name: "

c.setConsensusTypeToMap(chainid, consType)

switch consType {

case consensusType.PoW:...

case consensusType.Tendermint:
X, _ := tm.NewTendermintCore()
x.NewConsensusCore(service, chainInfo)
c.setChainConsensusToMap(chainid, x)

case consensusType.PoS:...

case consensusType.DBFT:...

case consensusType.Solo:...

defauvlt:l...

}




| BiREEDHE

> consensus
v db

B dbHel

> W deploy

@D =iz

.._",T

type DBHandler struct {
dbHandler map[stringlinterface{}
dbLock sync.RWMutex

func (dh *DBHandler) Start() {
config := configMgr.Configration.GetPeerConfigViper()

//Connect
types := config.GetString( key: "db.supportDBType")
if types == " "dbtypes is nil"

typeArray := strings.Split(types, sep: ",")
dbHelperLogger.Infof( format: "typeArr=%v", typeArray)
dbHelperLogger.Debugf( format: "[dbHelper] dbType=%v",
for _, typ := range typeArray {

switch typ {

case string(dbComm.MYSQLXORM):...

case string(dbComm.ROCKSDB):

case string(dbComm.TIKV):...
case string(dbComm.LEVELDB):
[ %)
case strlng(dbtomm MONGODB) :
default:: fmt. Sprlntf("lnvale db type %s from cor
}




| $EEDFE

> W externalApp

v I helper

> common

> W helperDB

# chainHelper.go 65

59 "NewConDepnceService":
"NewDBHelpenr":
"NewChainHelper":

O~

61
"NewChainMysqgl":
"NewChainTiKV":
"NewChainLeveldb":
"NewChainMongodb":

> W contractHelper

66 "NewLegder":

cm.NewConDepnceService,
db.NewDBHelper,
chainHelper.NewChainHelper,
chainMysqgl.NewChainMysql,
chainTiKV.NewChainTiKV,
chainLeveldb.NewChainLeveldb,
chainMongodb.NewChainMongodb,
ledger.NewlLegder,

VEz
*  (@MethodName:
* (@Description:
% @param: chainID ##ID
*#  (dauthor
*  (@date
*/

GetContractName

wangjie

2019/8/29  11:38

MATE R R R S 205




37 J**
> W ledgerDB 58 #  (@MethodName:  WriteBlocks
8 ledger.go 39 * (@Description: AMESHEL
> BN levelDB — 40 * (@param
. | . author  xujiamin
> M loggings ) @ J g
) T 42 * (@date 2/6/18 8:32 PM
> B monitorServer )
43 */
S T e
Ve
"NewChainMongodb": chainMongodb.NewChainMongodb, * @MethodNume: RollbackBlocks
2 r"NewLegder": ledger.NewLegder, * @Description: LhIB Ol E K
"NewLedgerTikv": ledgerTikv.NewLedgerTikv, * @param
"NewLedgerMysql": ledgerMysql.NewLedgerMysql, % ” 2% :
"NewLedgerLeveldb": ledgerLeveldb.NewlLedgerLeveldb, (ausiar Xyraming
"NewLedgerMongodb": ledgerMongo.NewLedgerMongodb, * (@date 2/6/18 8:35 PM
"NewIndexHelper": indexHelper.NewIndexHelper, ;{-/




| %3180

> W contractHelper | "NewLedgerLeveldb": ledgerLeveldb.NewLedgerLeveldb,
- indexHelper 7 NewLedgerMongodb": ledgerMongo.NewLedgerMongodb,
_ 71 @ "NewIndexHelper": indexHelper.NewIndexHelper,
> helperDB = )
= . "NewIndexMysql": indexMysgl.NewIndexMysqgl,
¥ indexHelper.go 73 "NewIndexTiKV": indexTiKV.NewIndexTiKV,
? membershipHelper 74 "NewIndexLeveldb": indexLeveldb.NewIndexLeveldb,
> networkMgr 74 "NewIndexMongodh": indexMongo.NewIndexMongodb,

> ledger /¢ "NewAppManager": appManager.NewAppManager,
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| APPETREE

¥ applnterface

© applications.go

W application

o ‘\\ 1. appInterface SOEN TiEM4E. FHEAASED

- 2. application BER THE RS , {EEE,. S

' ~ W v ~

membership 185k, EJZE%’E%‘EQ—% ' @TE?HE’\JEE%EF"D%
v I appManager

“ aptover e/B. appManager.go AL R sE
S B 4. platformLayer.go WS LIEHRATIERK , MRS

appRollback.go

© chainRoute.go
& loader.go
© parallel.go

- platformLayer.go

“ slidingWindow.go




| MgiELh

W

b

network

common

discovery
networkMgr
peer

¥ blacklist.go
# broadcast.go

-

& callback.go

# deadcertlist.go
# handler.go

¥ handlerMap.go
¥ idToPk.go

© keyAndCert.go
# peer.go

¥ peerNode.go

i peerServer.go

@D zaiin

func (ps *PeerServer) SetConn(netld string, address string, con|

ps.netHandlerMap[netId].connMap.Lock()
defer ps.netHandlerMap[netId].connMap.Unlock()

_ if _, ok := ps.netHandlerMap[netId].connMap.conn[address];
ps.netHandlerMap[netId].connMap.conn[address] = conn
return nil

}

type connMap struct {
sync.Mutex
conn map[stringlxgrpe].clientConn




@D zatin

% common
> syncInterface

# sync.go

i
| 2]

syncBlock. go

syncHandler.go

syncReq. go




// EfFas| | BhEEEe] | et
@ cacheManager go - o Bans . . RN SR W
Type_simple = "simple" // [BE&ED sizel[lIAHEY,
_ W uchanosCache. go o 22 Type_lru = “Lpy" // TZEBBATE] size fREFTAEY
> "W configMgr Type_lfu = Tifn" // TEHBAIE size fREA AL
> Wdb _1 24 Type_arc — // B sizefgEn ey
> W helper —1 25 )
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@D zaiin

func StartRESTServer() {
pastlogger.Infallgres il "% s====———c———c=——ccc=
RegisterAppRestInstence() // iFHfll+2E8
if len(MuxAppRestMap) == 0 {

: restLogger.Errorf( format: "E-[start] (%s)",

rest/rest.go | panic( v: "MuxAppRestMap is nil")

}

PES'tLUggEP_II’]fU( aEES . o Wi e e

restDelay = configMgr.Configration.GetPeerConfig
var iocCtx = uioc.GetIoCContext()

: restService := iocCtx.Get( name: "serverREST"). (%
& a2 IR AR EL @ router := buildOpenchainRESTRouter|(restService)

restPort := configMgr.Configration.GetPeerConfig




@D =iz

// #a#Erouter & [grouterduEffurl
func buildOpenchainRESTRouter(s *ServerREST) #*web.Router {

s.genesis = &genesisTx{GTx: make(map[string]*pbNetwork.
104 GlobalIMap = &globalIInfo{}

l’eSt/reSt-gO GlobalIMap.GlobalIMapInfo = make(map[string]string)
server := ServerREST{...}

rouvter.Post( path: "/UChains/posVote", server.PosVote)
[FFFFAFAF KA A KRR AAAAR QPP CNOALN FARAAAEAAAAAAA AR A A& A A
// #interfaceConfig.yamldurl & H2IEdbHurl , i ##Frovter
AppRegisterRouter(router)
/T ERA0 , Bl e BB TR

router.Get( path: "/UChains/testupdate/", server.TestUpdate)

&
i@

MECE S HHsEENER




| H¥oEeRg2

rest/
registerRouter.go

EAESEZEITESR

x

%

*/

fun

@MethodName : AppRegisterRouter

@Description:  BEEEX{fH & HFEHEMAT
1. A ST . router &iF; '

@param router
@author  zhaozj
@date  18-2-22  _[4F10:25

cC AppRegisterRuuterkPuuter *xweb.Router) {
restLogger.Debugf( format: "R-[AppRegisterRouter](start|reload)")

loggerInfo := fmt.Sprintf("H-[AppRegisterRouter]->[router] (#

restLogger.Info(loggerInfo)

if method == string(configMgrComm.P0OST) {
router.Post(urlConfInfo, (*ServerREST).BaseRestHandler)

+

if method == string(configMgrComm.GET) {
router.Get(urlConfInfo, (*xServerREST).BaseRestHandler)




@D zaiin

VE S
* @MethodName: BaseRestHandler
* (@Description: ChIEETE routerEMAIUP LiE K
* @param rw

=

@param req
@author zhaozj
* (@date 18-2-9 T 44:16

%

*/
reSt/ . func (s *ServerREST) BaseRestHandler(rw web.Res
baseRestHandler.go
¥
result := restConst.FormatInsertResRg
encoder.Encode(result)
return
}
N : // call template func
'fbﬁE.H:EE% 21 © appRestHandler.ProcessTemplate(paraMap, ¢
}




rest/
restTemplate.go

ABHR

@D zaiin

VES:
* @MethodName :

-

@param paraMap

3

%

M

*/

func (this *AppRestTemplate) ProcessTemplate
paraMap[string(restConst.QC

chainld, _ :=

@Description:

RestProcessTemplate
BHRestfE#ER

@author  zhaozj
@date 18-2-9

F4r10:58

Tla = time.Now()

encoder.Encode(result)

return

// 4. RIEERE

this. ReqModeHandlerkparaﬂap, encoder)

_T '-| j = -




@D zaiin

VET:
* @MethodName : ReqModeHandler

@Description: RIEIFRKEAIZEZLE

*
HR

3

@param paraMap
@param encoder
@author zhaozj
@date  18-2-9  _L4F10:58

* %

¥

*/
- o1 func (this xAppRestTemplate) RegModeHahdler(p
reSt/ 151 restLogger.Debugf( format: "R-[ReqModeHand1
15 method, _ := paraMap[string(cgComm.METHOD

restTemplate.go

// 2. #MEBPOSTiEK
if method == string(cgComm.POST) {
restLogger.Debugf( format: "C-[ha

1%65]:&'% this.handLerPostReql(chainId, que




rest/
restTemplate.go

EARRIRRRZZ8IGE

SAEEPUTIES
func (this xAppRestTemplate) handlerPutReq(cha

// #Equeryld == OxFF{{ I FH A ZEEETHHTITLIH
const typeRequest = "PUT"
// metrics.CommitTransaction.WithLabelValu
if queryId !'= OxFF {
queryResult := this.AppService.Query(c
if queryResult.ErrMsg != "" && queryRe
restLogger.Warningf( format: "E-[har
result := restConst.FormatQueryRes
restConst.RetCode(queryResult.
queryResult.ErrMsg, data: "")
encoder.Encode(result)
return

}

reqip := paraMap[string(cgComm.REQIP)]
result := this.commitTx|(paraMap, chainId)
restLogger.Debugf( format: "RT-[handlerPutRe
encoder.Encode(result)

@D zaiin
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rest/
restTemplate.go

_\_

1R Z LR35

SREES

@D zaiin

func (this *AppRestTemplate) commitTx|(payload

restLogger.Debugf( format: "OP-[%s]", args.
const typeRequest = "CommitTransaction"
// metrics.CommitTransaction.Inc()

// metrics.CommitTransaction.WithlLabelVa

//duyong add :iiKrestEtps AHIT T EZEEHHEER BRI TE
//return restConst.FormatInsertResResult(restConst.CODE_S
restReturn := this.TxHanagerService.RechstgKtstg)

if restReturn.ErrCode !'= string(restConst.CODE_STATUS_OK)
return restConst.FormatInsertResResult(restConst.RetCao




@D zanin
| Bz R1 0Q =

Ve
* @MethodName : RecvTxMsg
% (@Description: #FltrestEEi1TFERTE
* @param: msg
consensus/ . % (@author wangjie
tXManager/ :/ @ddate 2019/7/11 11:15
txManager.go ®f func (m *MultiChainTxManager) RecvTxMsg(msg
chainTxManager := m.getChainTxManager(m
if chainTxManager == nil {
txManagerLogger.Errorf( format: "(tx
return &appComm.RetQueryResult{ErrC
R }
return chainTxManager.RecvTxMsg(msg)
}




QD zain

-

@MethodName: RecvTxMsg
@escription:

* @param:

@author  wangjie

@date 2019/7/11 10:43

%

2

ZW 327

|
il
-

3

*/

®] func (ctm *ChainTxManager) RecvTxMsg(

ConsenSUS/ txType, err := strconv.Atoi(msg.PF
tXManager/ ' if err != nil {

txManagerLogger.Errorf( formal

mU|t|TypegO msg.Payload[restConst.CHA

return &appComm.RetQueryResul

].

txManager := ctm.GetTxManager (txT

if txManager == nil {
txManagerLogger.Errorf( forma

1%65}5% msg.Payload[restConst.CHA

return &appComm.RetQueryResul

¥
@ return txManager.Rechstg(msg)|




3

ZW 327

consensus/
txManager/
chainTxManager.go

@3 BRENIR S}

V£ 2
* @MethodName : RecvTxMsg
*  (@Description: e s t 1851 15
* (@param:
*  (@author wangjie
* (@date 2019/7/11 11:35
*/
func (m *TxManager) RecvTxMsg(msg *pb.Transs

select {
case m.rechstgChanlc— msg:
txPoolEnabled := m.txPoolEnabled
result := &appComm.RetQueryResult{}
if txPoolEnabled {
result = <-m.restReChan
} else {
result.ErrCode = string(restCons
}
return result
default:




@D zatin

I &t bq—‘—%,l

consensus/

txManager/
chainTxManager.go

* @MethodName: recvTxService
*  (@Description: Elizs BN ERRS
* @param:
@auvthor  wangjie
2019/7/11 11:35

[@date

*/
func (m *TxManager) recvTxService() {

new(TimerManager)
time.NewTimer(m.batchT]

timerManager

timerManager.timers
timerManager.timersAvail = false

timerManager
timerManager

m.timerManager
m.originalBatchs.timerManager

for 4
<-m.recvTxMsgChan|:

= B

select {
case ocMsg :=
//time.Sleep(time.Second) //
m.processTxMessage(ocMsqg)
case <-m.originalBatchs.timerManager.time

txManagerLogger.Infof( format: " chai
m.originalBatchs.closeCurrentBatch( i




| AEZF2

consensus/
txManager/
chainTxManager.go

ABHR

Ve
* @MethodName : processTxMessage
* (@Description: RPN EEFEASTI RIS 5

*

@param:
@author wangjie
* (@date 2019/7/11 11:40
:{'/
func (m *TxManager) processTxMessage(peerMsg

¥

if peerMsg == nil {
if m.txPoolEnabled {
m.restReChan <- &appComm.RetQuery
}

return fmt.Errorf( format: "peerMsg is

err := m.AddTx|(peerMsg)
if err != nil {
txManagerLogger.Errorf( format: "add rg

}

return err

@D zatin



| 4b3ERE53

consensus/
txManager/
chainTxManager.go

(ETEHES

Ve z

*  (@MethodName: AddTx

*  @Description:  EIAEFFiH
* @param:

*  (@author wangjie

* (@date 2019/7/11 11:40
*/
func (m *TxManager) AddTx(tx *pb.Transaction) error {
1f tx == nal 4
return fmt.Errorf("#{"Transaction is nil"}")

}
//EE
txManagerLogger.Debugf( format: "« chainID(%s) . (add

err := m.originalBatchs.AddTxInCurrentBatch|(tx)

if err 1= nil {
return err

return nil




| 4b3Ezz54

consensus/
txManager/
originalBatches.go

ABHR

QD zain

Jx*

* @MethodName : AddTxInCurrentBatch

* (@Description: iFHIAEEFILFIH+

* [@param:

#  (@author  wangjie

* (@date 2019/7/11 11:22

*/

func (o *0riginalBatchs) AddeInCurrentBatch|(tx *pb.Transact
txManagerLogger.Debugf( format: "batchSize:[%v]", o.batch
var json = jsoniter.ConfigCompatibleWithStandardLibrary

txManagerLogger.Debugf( format: "runningTimer
_, err = o.currentBatch.AddTxInBatch (tx)

if err != nil : err 2

return nil




@3 BRENIR S}

| 4bIERESS

* (@Description: TIAE 77
* @param:

@author wangjie
* (@date 2019/7/11 11:40

/

txManager/ -

func (m *TxManager) AddTx(tx *pb.Transaction) error

consensus/

chainTxManager.go if tx == nil {
return fmt.Errorf("#{"Transaction is nil"}")
}
[/EE
txManagerLogger.Debugf( format: "% chainID(%s). (a
:{%&%;ﬁbug”gtﬁ?tbl}Aﬁu err := m.originalBatchs.AddTxInCurrentBatch|(tx)

if err !'= nil {
return err




| abIEERHL

consensus/
txManager/
txManager.go

IR REE T =1 RSS

Ve

* @MethodName: startChainServer

* @param: chainInfo ##E
* (@author wangjie
* [@date 2019/7/11 11:09
%/
func (m *MultiChainTxManager) startChainServer(chainInfo
txManagerLogger.Infof( format: "(txManager).(chainID(%
chainTxManager := m.getChainTxManager(chainInfo.Chain
if chainTxManager == nil {
txManagerLogger.Errorf( format: "(MultiChainTxMana
return
} else {
err := chainTxManager.initBatchQueueAndConsensus(
ifere 1= 0il 4
txManagerLogger.Errorf( format: "initBatchQueu
return
}
chainTxManager.recvTxService()
chainTxManager.handleBatchService()
chainTxManager.broadcastBatchService()




T

| ahrEERAH2

consensus/
txManager/
multiType.go

RS HR

@D zatin

VE:

L.
o

*

s

3

s
N

*/

fun

(@MethodName : handleBatchService
@Description:
@param:
@author wangjie
@date 2019/7/11 10:51

¢ (ctm *ChainTxManager) handleBatchService() {
ctm.RLock()
defer ctm.RUnlock()
for _, txMgr := range ctm.txManager {
go txMgr.handleBatchService()




T

| “bIRREAHES

consensus/
txManager/
chainTxManager.go

EAIFLARIRA TR

QD zain

Vi 5.3
*  ([@MethodName: handleBatchService
*  @Description:  HLAPIEERE
* @param:
* @avthor wangjie
*  (@date 2019/7/11  11:39
*/
func (m *TxManager) handleBatchService|() {

case batch := <-m.recvBatchMsgChan:
t1l := time.Now()
txManagerLogger.Debugf( format: "%

//txManagerlLogger.Infof("* chainID(%s) set batch %s 1

txManagerLogger.Infof( format: "x chainID(%s). (set bhat
m.chainID, batch.BatchId, originalBatch.GetBatchl

m.originalBatchs.AddBatchCount()

m.reverseNotify.NotifyCreateDriginalBatchkm.chainID)




| abrEERAiA

consensus/
txManager/
txManager.go

BEABAILIRE SRR,

|

*  ([@MethodName

* (@Description:  JEHIEROJLLFE
* @param: chainID #%ID

* ([@author wangjie

* (@date 2019/7/11 11:19

%/

NotlfyCreateOrlglnalBatch

func (m *MultiChainTxManager) NotifyCreateOriginalBatch(
routeChainID := m.GetLastRouteChainID(chainID)
txManagerLogger.Infof( format: "NotifyCreateOriginalB

chainTxManager := m.getChainTxManager(routeChainID)

if chainTxManager == nil {
txManagerLogger.Errorf( format: "(txManager) chai
return

}

select {

case chainTxManager.notify <- struct{}{}:

txManagerLogger.Debugf( format:

default:
txManagerLogger.Infof( format:

"chainID(%s). (not

"chainID(%s). (noti




| HERM9Ez

consensus/
tendermint/
tendermint.go

[EZ BFT &8ss

@D zatin

/**
*  (@MethodName:
*  (@Description: JgifiitendermintitiR
* @param
*  @author  ranshiyou
*  (@date 2018/4/25 11:32
*/

! func (tdmCore *TendermintCore) NewConsensusCore(coor
tendermintLogger.Infof( format: "%%% Start Tenderm]
bftMgr.MsgHandler = handler
tdmCore.BTtMgr = bTtMgr

® 2 bprtMgr.start()]

tdmCore.Coor.SetNotify(hand’

return nil
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// Start implements Service by calling OnStart
// returned if the service is already running or
// stopped service, you need to call Reset.
func (bs *BaseService) Start() error {
bs.Logger.Infof( format: "test bg in start %d
defer func() {
bs.Logger.Infof( format: "test bg out sta
HO
if atomic.CompareAndSwapUint32(&bs.started,
if atomic.LoadUint32(&bs.stopped) == 1 A
bs.Logger.Error(Fmt( format: "Not sta
return ErrAlreadyStopped
}
bs.Logger.Info(Fmt( format: "Starting %v"
@ err := bs.impl.OnStart()
if err != nil {
// revert flag
bs.Logger.Errorf( format: "OnStart er
atomic.StoreUint32(&bs.started, 0)
return err

}.

return nil

@D zaiin
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func (rm *RoutineMgr) Start(h *TDMMsgHandler) {
go h.DeliverMsg(rm.MsgDeliverChan)
rm.SetActive(MsgDeliver)

Consensus/ go h.BroadcastMsg(rm.BroadCastMsgChan)

rm.SetActive(BroadCast)

tendermint/
go h.Syncer.syncServer(h.processOuterMsg, rm.SyncServerCha
rm.SetActive (SyncServer)
msgHandler/ .

. go h.checkBackward.Monitor(rm.BackwardMonitorChan) // add

routineMgr.go : .
rm.SetActive(BackwardMonitor)
go h.CheckFork.recvForkSearch(rm.RecvForkChan) // add for
rm.SetActive (RecvFork)
go h.CheckFork.Monitor(rm.ForkMonitorChan) // add for moni
rm.SetActive(ForkMonitor)
if h.Member.inbgGroup() {

/] BIrEEETS
—FH=<=2IlK v '
,mﬁbﬁé@ﬂﬁ_uﬁﬂﬁﬂ @& . go h.TxServer.CheckTxsAvailable(h, rm.TxsAvailChan)|

rm.SetActive (TxsAvail)
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[/ HTEERX S
func (ts *TxServer) CheckTxsAvailable(tdm *TDMMsgHandler, quit
ConsenSUS/ timer := time.NewTicker(10 * time.Second)
. latCheckHeight := tdm.Height
tendermint/
for {
msgHandler/ -
. case <-ts.coor.NotifyGetOriginalBatch(ts.chainID):...
tXSGrV|Ce.gO @ case <-ts.notify:
ts.logger.Debugf( format: "ts.notify out")
if ts.coor.GetOriginalBatchsLen(ts.chainID) > 0 {
select {
@ - case ts.txsAvailable <- tdm.Height:]
ts.logger.Infof( format: "NewRound need to e
3| ey — default:
HSthJ,MLﬁaJ ! $U:EEE ts.logger.Infof( format: "last propose not ¢
}
} else {
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func (h *TDMMsgHandler) DeliverMsg(quit chan struct{}) {
var peerMsg *txComm.PeerMessage
var err error
COnsenSUS/ /*rs := h.RoundState*/
tendermint/ set := make(map[uinté4]bool)
msgHandler/ for {
select {
msgdeliver.go i case height := <-h.TxServer.GetTxsChan():
h.Logger.Infof( format: "txsAvailable in")
//defer h.logger.Infof("txsAvailable out")
if !h.checkContinue() {
continue
}
N h.Logger.Infof( format: "#(%d-%d) (msgDeliver)
fk_’ﬁE-H:EE% £ h.handleTxsAvailable(height)
case peerMsg = <-h.PeerMsgQueue:
h.Logger.Infof( format: "PeerMsgQueue in")
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func (h *TDMMsgHandler) handleTxsAvailable(height uinté4) {

h.mtx.Lock()
defer h.mtx.Unlock()

[/ BIREHRGT ,
if h.Member.inbgGroup() {
,f,.f"jif h.Round == 0 “fr

h.enterPropose(height, @)

//

i

i Y T

//}F else {
h.enterPropose(height, h.Round + 1)

!/
A

/71
P A
h.enterPropose(height, h.Round)
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RIENRZEE

//
//
i
L

fune (h *xTDMMsgHandler) enterPropose(height uinté4, round int32) {

A
Enter (CreateEmptyBlocks): from enterNewRound(height,round)
Enter (CreateEmptyBlocks, CreateEmptyBlocksInterval > @ ): afte

Enter (!CreateEmptyBlocks) : after enterNewRound(height,round),

if round >= 2 && round < 4 {
h.Logger.Warningf( format: "#(%d-%d-%v) enterPropose (%d-%d)

0 ]

//selected, val := h.isProposerByVRF(height, round)
selected, val := h.ProposeHandler.GetIsProposerFunc()(h, h.Validators, h.Lg
if val == nil {
h.Logger.Warningf( format: "enterPropose | #(%d-%d-%v) no proposer selec
h.Logger.Infof( format: "enterPropose | #(%d-%d-%v) no proposer selected
return

if selected {
h.Logger.Infof( format: "enterPropose | #(%d-%d-%v) enterPropose Our tun
//h.scheduleTimeout (time.Second*5, height, round, types.RoundStepPropoj
//todo for test
//1if h.Height%2 == 0 && h.Member.GetPeerIDToString() == "org3-vp3" {
// h.Logger.Infof("i am a bad man, do not propose")
f{F else A
// h.ProposeHandler.decideProposal (height, round)
//}
h.ProposeHandler.decideProposal(height, round)|

} else {
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func isProposerByVrf(h *msgHandler.TDMMsgHandler, val *types.ValidatorSet, VRFValue []lbyte, heig
if round != 0 {

peer, err := h.ProposerInfo.GetRoundProposer(round - 1)

if err 1= nil {
h.Logger.Warningf( format: "GetRoundProposer err %s", err.Error())

} else {
h.Logger.Infof( format: "isProposerByVrf | peer=",peer, "height=", height, "round=", r
h.Logger.Infof( format: "isProposerByVrf | len(h.ProposerInfo.GetCurrentBlacklist())=
hf (Len(h.ProposerInfo.GetCurrentBlacklist()) >= len(val.Validators)) {

h.ProposerInfo.Reset()

}
h.ProposerInfo.AddCurrentBlacklist(peer)
}
}
changeTarget := h.ProposerInfo.NeedToChangeProposer(round)

var proposer xtypes.Validator
if changeTarget {
h.Logger.Infof( format: "isProposerByVrf | CurrentBlacklist %v BlackList %v", h.ProposerIi
proposer = vrf.CalcProposerByVRF(VRFValue, val,
h.ProposerInfo.GetCurrentBlacklist(), h.ProposerInfo.GetBlackList(), height, round)
} else {

QD zain
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defer func() {
// Done enterPropose:
h.updateRoundStep(round, types.RoundStepPropose)

// If we have the whole proposal + POL, then goto Prevote now.
// else, we'll enterPrevote when the rest of the proposal is received (in AddProposalBlockPart),
// or else after timeoutPropose
if h.ProposeHandler.isProposalComplete() {
h.timeState.EndConsumeTime (h)
h.enterPrevote(height, h.Round)

O

// If we don't get the proposal and all block parts quick enough, enterPrevote
h.scheduleTimeout(h.AddTimeOut(timeoutPropose), height, round, types.RoundStepPropose)
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// 1EIIVRF It 125 A

//func (ph *ProposeHandler) isProposerByVRF(height vint
i

// ph.logger.Debugf("#(%v-%v) calc (%d-%d) proposer prg
// proposer := vrf.CalcProposerByVRF(ph.tdm.LastCommit
// return bytes.Equal(ph.tdm.Member.GetAddr(), proposei

//}

func (ph *ProposeHandler) decideProposal(height uinté4,

: @ @ ph.tdm.sendInternalMessage(blkPartMsg)|

for i := 0; i < blockParts.Total(); i++ {

part := blockParts.GetPart(i)

ph. lugger Infof( format: "#(%v-%v) (block

//#T PR BRI A

hlkPartMsg, err := ph.buildBlockPartMsgh

it err I= nil {
ph.logger.Errorf( format: "#(%v-%v) b
return

}

/*h.BroadcastMsgToAlL(blkPartMsg)*/
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// send a msg into the receiveRoutine regarding our own
func (h *TDMMsgHandler) sendInternalMessage(msg *xtxComm
h.Logger.Debugf( format: "#(%v-%v) (sendInternalMessd
select {
case h.InternalMsgQueue <- msg:
default:
// NOTE: using the go-routine means our votes c
// be processed out of order.
// attempt push to internalMsgQueuve in receiveR
h.Logger.Info( args...: "Internal msg queue is fu
go func() { h.InternalMsgQueue <- msg }()
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func (h *TDMMsgHandler) DeliverMsg(quit chan struct{}) {
var peerMsg *txComm.PeerMessage
var err error
/*rs := h.RoundStatex*/
set := make(map[uinté4]bool)

for {
select {

case height := <-h.TxServer.GetTxsChan():...

case peerMsg <-h.PeerMsgQueue:...

case internalMsg := <-h.InternalMsgQueue:
//h.logger.Infof("InternalMsgQueue in")

h.Logger.Infof( format: "(msgDeliver) %s recv internalM
err = h.processInnerMsg(tdmMsg, h.Member.GetPeerID())
if err != nil {

h.Logger.Errorf( format: "(msgDeliver) %s process i
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@MethodName :
@Description:

%

%

@param

consensus/

%

@auvthor shiyou
@date 2018/5/11 14:32

o

tendermint/ 57

func (h *TDMMsgHandler) processInnerMsg(tdmMsg *tdm.TDMMessage,
msgHandler/ ! P g g !

msgdeliver.go var err error
switch tdmMsg.Type {

case tdm.TDMType_MsgProposal:
err = h.ProposeHandler.HandleInnerProposalMsg(tdmMsg)
case tdm.TDMType_MsgVote:...

1_% %TEE% @ case tdm.TDMType_MsgBlockPart:
ﬁ_ @ err = h.ProposeHandler.HandleInnerBlockPartMsg(tdmMsg)

default:
h.Logger.Warningf( format: "(processOuterMsg) type %v no
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func (ph *ProposeHandler) HandleInnerBlockPartMsg(tdmMsg
consensus/ blkPartMsg := tdmMsg.Msg.(*tdmProto.TDMMessage_Block
. ph.logger.Infof( format: "#(%v-%v) HandleInnerBlockPar
tendermint/
mngandIer/ blkPart := ph.buildTypeBlkPartFromNetMsg(blkPartMsg)
proposeMsgHandler.go //TODO shiyou ft4BHEverify
@ _, err := ph.addProposalBlockPart(blkPartMsg.Height,
if err != nil {
ph.logger.Errorf( format: "(msgHandler) HandleInne
return nil
(AEELHES J
return nil
H
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// NOTE: block is not necessarily valid.

// Asynchronously triggers either enterPrevote (before

func (ph xProposeHandler) addProposalBlockPart(height U
// Blocks might be reused, so round mismatch is 0K
if ph.tdm.Height != height : false, nil 2

// Move onto the next step
ph.logger.Infof( format: "#(%v-%v-%v) propos

ph.tdm.enterPrevote(height, ph.tdm.Round)
//}

/* todo xujiaming fixv1

else if h.Step == types.RoundStepCommit {
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]

// HAFIIEE ghe
func (h *TDMMsgHandler) enterPrevote(height uinté4, round int
timeoutPrevote := h.chainConfig.ChainTDMConfig.TenderCons
if h.Height !'= height || round < h.Round || (h.Round ==
h.Logger.Warningf( format: "#(%d-%d-%v) enterPrevote 1
return
}
h.timeState.ResetConsumeTime (h)
h.timeState.SetEnterPreVoteStart()

h.Metricer.SetStepMetrics(height, round, types.RoundStepH
h.Logger.Infof( format: "#(%d-%d-%v) enterPrevote (%d-%d)’

// Sign and broadcast vote as necessary
© result := h.VoteHandler.defaultDoPrevote(height, round)
h.Logger.Infof( format: "#(%d-%d-%v) testl", h.Height, h.R
if result == 1 {
h.Logger.Infof( format: "#(%d-%d-%v) test2", h.Height)
h.scheduleTimeout(h.AddTimeOut( timeout: 1060), height

return
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func (vh *VcteHandlep) defaultDoPrevote(height uinté4,
[/ eIt FenilZE, hETRLFEE
consensus/ /vh sum‘tfdlfote(fgpes VofPTg;J Prevote, nil, types.
: returnx
tendermint/ /
// checkTypeditf
mngandIer/ | if Ivh.tdm.IsCheck() {
' /*bitMap ,err:=vh.tdm.getBitMap(vh.chainID,vh.tdm.Height, ckDat
makeVoteMsg.go if errl=nil{
' vh.logger.Errorf("vh.tdm.getBitMap err %v=",err)
return 0
Fx/

7‘(51:.&2)\] 9 bitMap, _, _, _ := vh.tdm.TxServer.TxsCheckBeforeAfter(txs)
vh.logger.Debugf( format: "#(%v-%v) (defaultDoPrevote) bitMapLe
for index := uint32(B8); index < bitMap.GetAllLen(); index++ {

if util.CompareByteAndBool(bitMap.Get(index), b: false) {
tx := txs[int(index)]
if int(index) < len(txs) && tx != nil {
vh.logger.Warningf( format: "#(%v-%v) (defaultDoPre
].
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VEL:
* @MethodName: handleTimeout
*  @Description: H—lFE#BI1EH1AME
* (@param
*  ([@auvthor ranshiyou

* @date 2018/4/26 16:55

*/
func (h *TDMMsgHandler) handleTimeout(ti timeoutInfo,
h.Logger.Info( args...: "Received tock", "timeout"
if ti.Height != h.Height || ti.Round < h.Round ||
h.Logger.Info( args.. :"Ignoring tock because
/*h.scheduleTimeout(time.Second*10, rs.Height

return
}

=

case types.RoundStepPrevote:
h.timeState.EndConsumeTime(h)
h.enterPrevoteWait(ti.Height, ti.Round)
case types.RoundStepPrevoteWait:
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/Enter: any +2/3 prevotes at next round.
func (h *TDMMsgHandler) enterPrevoteWait(height uinté4, round int32) {
timeoutPrevoteWait := h.chainConfig.ChainTDMConfig.TenderConsensus.T]
if h.Height != height || round < h.Round || (h.Round == round && typs
h.Logger.Warning(cmn.Fmt( format: "#(%v-%v-%v) enterPrevoteWait (§
return

h.Logger.Infof(cmn.Fmt( format: "#(%v-%v-%v) enterPrevoteWait (%v-%v)
h.Metricer.SetStepMetrics(height, round, types.RoundStepPrevoteWait)

defer func() {
// Done enterPrevoteWait:
= h.updateRoundStep(round, types.RoundStepPrevoteWait)
FO)

// Wait for some more prevotes; enterPrecommit
h.scheduleTimeout(h.AddTimeOut(timeoutPrevoteWait), height, round, t
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* @MethodName: handleTimeout

e T

*  @Description: R EHIATE
* (@param
consensus/ + @uthor  ranshiyou
. *  (@date 2018/4/26 16:55
tendermint/ Ny
func (h *TDMMsgHandler) handleTimeout(ti timeoutInfo,
msgHandler/ ; . .

h.Logger.Info( args...: "Received tock", "timeout"
msgdellver.go if ti.Height !'= h.Height || ti.Round < h.Round ||
h.Logger.Info( args...: "Ignoring tock because

/*h.scheduleTimeout(time.Second*10, rs.Height

return

}.

case types.RoundStepPrevote:
h.timeState.EndConsumeTime(h)
& h.enterPrevoteWait(ti.Height, ti.Round)
case types.RoundStepPrevoteWait:
//cs.eventBus.PublishEventTimeoutiWait(cs

Uﬁﬁﬂ}ﬁ?&ﬁ%f@fi}f @ h.enterPrecommit(ti.Height, ti.Round)
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func (h *TDMMsgHandler) enterPrecommit(height

@D =iz
timeoutPrecommit := h.chainConfig.ChainTD wEi 537) 2E LU

if h.Height != height || round < h.Round
h.Logger.Debugf(cmn.Fmt( format: "#(%v

@ - blockID, ok := h.Votes.Pr‘evotes(mund).Tonhir‘I:IsMajor‘i'ty()
if lok {
h.Logger.Debugf( format: "#(%v-%v-%v) enterPrecommit (%v
h.VoteHandler.applyAddVote(types.VoteTypePrecommit, has
return
].
//TODO ChenZheng 2018-5-14 &SP {HEH
// If +2/3 prevoted for proposal block, stage and precommit it
if h.ProposalBlock.HashesTo(blockID.Hash) {
// Validate the block.
h.LockedRound = round
h.LockedBlock = h.ProposalBlock
h.LockedBlockParts = h.ProposalBlockParts
& h.VoteHandler.applyAddVote(types.VoteTypePrecommit, blockI

h.Logger.Infof( format: "#(%v-%v-%v) enterPrecommit: +2/3 p
return
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func (vh *VoteHandler) addVote(vote *types.Vote, peerID
vh.logger.Infof( format: "#(%v-%v) addVote (%v-%v) %

case types.VoteTypePrevote:...
case types.VoteTypePrecommit:
precommits := vh.tdm.Votes.Precommits(vote.Round)
vh.logger.Infof( format: "#(%v-%v) alreadyPrecommits
blockID, ok := precommits.TwoThirdsMajority()
if ok {
if len(blockID.Hash) == 0 {
vh.logger.Warningf( format: "#(%v-%v) addVot
vh.tdm.enterNewRound(height, vote.Round+1)
} else {
vh.tdm.enterNewRound(height, vote.Round)
vh.tdm.enterPrecommit(height, vote.Round)
vh.tdm.enterCommit(height, vote.Round)

/* todo xujiaming fixvi
if h.config.SkipTimeoutCommit && precommitd
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if selected {
h.Logger.Infof( format: "enterPropose | #(%d-%d-%v) enterPropose Ur*n to propose,require:%s,i am %s", h.He
//h.scheduleTimeout(time.Second*5, height, round, types.RoundStepPropose)
//todo  for test

//if h.Height%2 == 0 && h.Member.GetPeerIDToString() == "org3-vp3" {
// h.Logger.Infof("i am a bad man, do not propose")
//+ else {
// h.ProposeHandler.decideProposal (height, round)
//}
h.ProposeHandler.decideProposal(height, round)
} else {

// h.scheduleTimeout(time.Second*50, height, round, types.RoundStepPrecommitiWait)
if val == nil =k
h.Logger.Infof( format: "enterPropose | #(%d-%d-%v) enterPropose Not our turn to propose,require:%s,i am %s",

tail -f peer.log | grep "urturn"  ( by £X&{E )
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& chainMgr.go
# config.go
& Interface.go
# struct.go

configCenter

contractMgr

membership

appManager
& appManager . go

& appRollback.go
# chainRoute.go

“ loader.go

& parallel.go

# platformLayer.go
# slidingWindow.go

package appManager
import

func loadInstance(path string) (func() (appInterface.AppImpl,

/T FE0EE

pdll, err := plugin.Open(path)

if err != nil EoRit, erc

/RS ER &

funcPrint, err := pdll.Lookup( symName: "GetInstance")

iT err != nil & nll, ere 2

v, ok := funcPrint.(func() (appInterface.AppImpl, error))
if !'ok: nil, errors.New("app not GetInstance func")

return v, nil
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